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Manual de instalagcao e configuracao do FortiClient para acesso
remoto a rede do CNPEM, com duplo fator de autenticagao
(2FA) no app DUO Security

i0S

Pré-requisitos: Registro no app DUO Security. Consulte o “Manual de registro
no DUO Security para VPN - Autenticagcao de duplo fator (2FA)”. Em caso de
duvidas entre em contato com sti@cnpem.br.

Solicitar a chave de ativagao através da SSI, antes de iniciar o procedimento,
caso seja fornecedor ou usuarios externos, entre em contato com sti@cnpem.br.

Download, instalagao e configuragao:

Para realizar o download do FortiClient, acesse a Apple Store e procure por
FortiClient ou escaneie o QR Code abaixo;

Realize uma busca na Apple Store por FortiClient, ira aparecer duas versdes
FortiClient VPN (Versao gratuita) e FortiClient com a palavra “Business
Negébcios” abaixo (Versao que requer licenga de uso), a versao correta, € que
aparece apenas como FortiClient “Business ou Negoécios”, conforme apontado
na imagem a seguir.
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Apds encontrar o aplicativo, clique em Instalar, ao finalizar a instalagao,
localize o icone do FortiClient e clique para abrir.

&

FortiClient

Serao exibidas mensagens, solicitando permissdes para criar tuneis e
notificagdes sobre a conexao VPN, clique em Allow ou Permitir para fornecer
as permissodes necessarias para o funcionamento do aplicativo:

“FortiClientVPN" Would Like
to Send You Notifications
“FortiClient” Would Like to Notifications may include alerts,

Add VPN Configurations sounds, and icon badges, These can
be configured in Settings.

All network activity on this iPhone may
be filtered or monitored when using
VPN.
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Aceite as politicas de privacidade e clique em Next:

Privacy Policy Highlights . .
@ FortiClient
FortiClient DOES NOT collect any user specific Zero Trust Fabric Agent

personal information like username, photos or email
address and send to Fortinet.

M Analytics PLEASE LOGIN
.l.l FortiClient may collect anonymous
usage information and share with . User Input
Fortinet for the purpose of improving
usability and functionality.
Pl
«7 Google
@ VPN
FortiClient does not monitor end user = 3 3 s
VPN traffic. @&  Signin with Apple

WebFilter

P
5

-_ FortiClient webfilter feature, if enabled,
submits website urls to Fortinet servers
for category rating.

By selecting “l accept” below, you agree to the

. FortiClient <Terms of Service> and <Privacy Policy>.
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Para ativar clique em “Connect to - EMS IP” e em seguida Invitation Code ira
aparecer um campo onde deve ser inserido a chave de ativagdo. (os nomes
alteram de acordo com o idioma do sistema operacional)

Zero Trust Telemetry Zero Trust Telemetry
FortiClient Unlicensed FortiClient Unlicensed
Please connect to Endpoint Management Server m Please connect to Endpoint Management Server
( EMS)) for license activation. ( EMS ) for license activation.

Connect to EMS IP Connect to EMS IP
Specify IP ) Specify IP

Zero Trust Telemetry Connection Zero Trust Telemetry Connection

Select Connection

EMS

Invitation Code

Scan QR Code

.
NX Cancel
Zero Trust Telemetry
Zero Trust Telemetry Zero Trust Telemetry
FortiClient Unlicensed FortiClient Unlicensed
B Please connect to Endpoint Management Server @ Please connect to Endpoint Management Server
( EMS ) for license activation. ( EMS ) for license activation.

Please Enter Invitation code Please Login

Conne Conne

LWCMCEHEQYTF‘TUORYZPVRAG?GHBd oud

iIsaac.newton

®
Cancel OK

Cancel Login
Zero Trust Telemetry Connection . Zero Trust Telemetry Connection D
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Apods a autenticagao, ira aparecer uma mensagem informando que o

FortiClient EMS conectou com sucesso e que esta sendo gerenciado pelo
FortiClient Cloud:

Connected
FortiClient Telemetry connected successfully

Zero Trust Telemetry

Managed by FortiClient Cloud ,

SN:FCTEMS8824001949

Connected to

FortiClient Cloud

Zero Trust Telemetry Connection

Organizagao Social supervisionada pelo Ministério da Ciéncia, Tecnologia e Inovagao (MCTI).

GOVERNO FEDERAL
MINISTERIO DA
Campus: Rua Giuseppe Méaximo Scolfaro, 10.000 - Polo Il de Alta Tecnologia - Caixa Postal 6192 - 13083-100 CikNGIA TEGRPLORIA “.rl
Campinas/SP Fone: +55.19.3512.1000 | diretoriageral@cnpem.br | www.cnpem.br E INoVAGAo .

UNIAD E RECONSTRUGAD

I,



FELEd T TR T TS E S F SN E S SRS ST TS ST SRS S ESS SRR,

) cnPem

" Centro Nacional de Pesquisa
em Energia e Materiais

Cliqgue em VPN e depois selecione a conexao em “Select connection”

SN:FCTEMS8824001949

Connected to

FortiClient Cloud

Zero Trust Telemetry Connection

Y 4

% @ n

Zero Trust Telemetry VPN Settings

Zero Trust Telemetry

Managed by FortiClient Cloud

About

VPN

Connection

\ Select connection

Connect

Status Disconnected

) Trust Telemetry VPN Settings About
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Marque a conexdo CNPEM-SSL e clique em voltar no botdo superior esquerdo

FLIEEESFET RS ES ST S SIS AL ST S ESEETIEFEE.

VPN e para iniciar a conexao, clique no botdo a direita do campo VPN:

< VP

CNPEM-SSL

CORPORATE VPN GATEWAY

Select VPN Connection

N

Edit

Vv

VPN

Connections

VPN

Status

CNPEM-SSL

N
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Uma janela se abrira, solicitando a inser¢éo do seu e-mail no CNPEM. Apds,
clique em Next:

Done @ »367.sso.duosecurity.com »A (,
) oren
Single Sign-On
Email Address
‘ nome.sobrenome@cnpem.br l
Next ‘
Secured by Duo
< (h Q)
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Digite a senha do e-mail e clique em Log In:

Done @ :367.sso.duosecurity.com A C

.FJ CrPEm

Single Sign-On

isaac.newton@cnpem.br  edit

Password

Log in
Secured by Duo
< M @
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Insira o cddigo exibido na tela do app DUO ou cdédigo solicitado via SMS no
botdo Enviar uma senha em seu celular registrado:

) enPem
=)

R o E " Envie uma senha de
Inserir codigo no Duo Mobile
mensagem de texto
Verifigue sua identidade inserindo este codigo
o - _ . - Verifique se é vocé ao enviar uma senha de
e verificagio no aplicativo Duo Mobile

769

Enviado para "i08" f+= «= «-=-B438

mensagem de texto para "Celular" {++ +=
weneTT44)

Envie uma senha

( Outras opgdes

Quiras cpgoas
Precisa de ajuda? Frotegido por Duo

Aprove o login no app DUO ou use o cédigo recebido via SMS solicitado no
passo anterior:

Are you logging in to
CNPEM-VPN-SSL?

Senhas de SMS:

For your security, enter the code displayed on
your login screen. Never enter a code from a text
or phone call.

Verification code
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Apos a autorizagao ser realizada no app DUO, o login é concluido:

Done @& a2ce367.duosecurity.com aA

) enrem

Success!

Logging you in...
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Volte a tela do FortiClient EMS e confirme que seu dispositivo com iOS ja esta
conectado a VPN do CNPEM.

Connections CNPEM-SSL
©
Status \ Ll
IP
Username
Duration
Sent
Received
A —
DA e =
T 1 VPN S )
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